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Tinh ndng san pham

= SPI Firewall

= IPSec VPN / SSL VPN / PPTP VPN
= Intrusion Prevention

= Content Security

= Outbound Load Balancing

= Bandwidth Manager

= High Availability

= Monitor
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Unified
Thread Management
E6003

Content
Security Balanclng QoS

Ngay nay, khi Internet Ia mdt nhu cau khéng thé thiéu cling véi
sy xudt hién hang loat cac nhu cau Ung dung va dich vu mdi nhu:
Mang riéng o, E-mail, Giam sat video qua Internet, HOi dam
Audio/Video truc tuyén, Két ndi LAN to LAN..., nhiing van dé vé an
ninh mang dugc dat ra cap thiét. Do cling la m6i quan tam hang dau
clia cac doanh nghiép. Tuy nhién khong phai doanh nghiép nao cling
c6 du tiém luc tai chinh, cling nhu nhan luc d€ 13p d&t cho minh hé
thdng mang d6 so vGi nhiéu thiét bi chirc nang thanh phan.

Hudng vao phan khic thi truGng doanh nghiép vira va nho,
cong ty NETCOM dua ra dong thi€t bi UTM (Unified Thread
Management) da chiic nang, cho phép vdi chi mot thiét bi duy nhat
d3 c6 kha nang dap (ing hoan toan nhu cau vé két ndi 6n dinh, an
toan, cho phép trién khai day du cac (ing dung va dich vu cla cac
doanh nghiép hién tai va tuong lai. V&i tudng Ira néng cao, kha nang
loc spam/virus mail web, thi€t bi dm bao cach ly hoan toan mang

ndi bd clia doanh nghiép khdi nhitng m&i nguy hiém tir Internet.

Dua trén chipset Intel 4th Generation Intel® Core™ i7/i5/i3 CPU
clia E6003, tinh todn mang hiéu n&ng cao cd thé dat dugc véi hiéu
qua nang lugng cao haon.
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Thong so ky thuat

Model E6003
Hardware
Processor 4th Generation Intel® Core™ i7/i5/i3 CPU
Memory 8GB

Ethernet: >=6-Port 10/100/1000Mbps
Interface Console: 1 RJ45

USB: 2

P . N-4N°

Operating Operating temperature: 0-40°C

Environment

Storage temperature: -20-70° C
Humidity: 5-95%

Power AC 100~240V / 50-60Hz / 270W
Dimensions 431 mm x 44 mm x 305 mm (16.97" x 1.73" x 12.01")
Weight 7kg
Features
Firewall SPI Firewall, block DoS
IPSec VPN, SSL VPN, PPTP VPN
VPN 3DES, AES encrypting
SHA-1 / MD5 authentication algorithm
IPS IDS, custom signature
Content 1 o Filter
Filtering
Content - —
Security Virus scan engine: Clam
Anti-Virus | Forward to an account and Store in quarantine
Automatic or manual database update

Load Balancing

Outbound

QoS Classify traffics based on Port, IP, IP subnet
High Availability Active / Standby

Monitor RRD Graph, SNMP v1, v2c, v3
Management Web, HTTPS, Telnet, SSH, Console
Firewall throughput 3.2Gbps

Firewall + IPS

throughput 27/

Max Connections 700,000

Max Connections/s 50,000

VPN 3DES throughput | 400Mbps

Max IPSec tunnels 1,000

Max SSL tunnels 250

Antivirus throughput 165Mbps

Max VLANs 4094

Max Outbound Load 4

Balancing

Max HAs 2 (AJA; AJS)
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An toan

TuGng Ira c6 kha nang hoat dong vdi
hiéu suét cao, 6n dinh dam bao k&t ndi an
toan cho toan bd hé théng.

Két ndi VPN

Cho phép két n6l VPN s dung giao
thic IPSec, SSL, PPTP vGi nhiéu thuat toan
méd hoéa khac nhau hd trg linh hoat ngudi
dung khi két nGi Site-to-Site hodc Client-to-
Site.

IDS / IPS

Module IDS/IPS phat hién va tu dong
ngan chdn tan cong tur bén ngoai Internet
vao hé théng mang.

Bao mat noi dung

BO loc web theo URL va tur khoéa cho
phép nguGi quan tri thiét lap chinh sach
truy cap web chi tiét va chinh xac, dam bao
chi nhitng trang web dugc phép mdi dugc
truy cap.

Tich hgp chudng trinh diét virus gitp
phat hién va diét worm, virus, ngan chan
lay nhiém vao hé théng.

Can bang tai

Kha nang can bang tai véi nhiéu dudng
ra dam bao két ndi Internet &n dinh, t6c do
cao.

Quan ly bang thong hiéu qua

Cho phép quan ly bang thong, uu tién
dudng két ndi cho dich vu can thiét, giam
thiéu lang phi béng thdng dudng truyén cla
hé thdng.

San sang cao

Kha nang chay song song hai thiét bi
UTM theo ché db chiu 16i. Ngay khi thiét bi
chinh gap su co, thiét bi du phong sé tu
dong thay thé, dam bao tinh s&n sang cao
cta hé thng mang.

Giam sat hiéu qua

Module giam sat tich hgp trong UTM
cho phép giam sat toan b0 tai nguyén
mang, may chu theo thdi gian thuc vdi
nhiéu tly chon kiéu gidm sat khac nhau,
dam bao hé théng mang hoat dong san
sang, 6n dinh.
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